
Information flow challenge

Challenges to understand (limits of) type system for IFC  
• defeat type systems intended to prevent different kinds of leakage, 
• https://ifc-challenge.appspot.com/ 

Leaks arising from different language constructs 
• exceptions, 
• memory references 
• arrays 
• timing and non-termination 
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Exceptions
Language constructs 
   try <stmt> catch <stmt>
  throw;

Type system: 
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Memory references
Language constructs for declaring references with content security level.  
   Ex: declare ref l : high    ; a "low" reference with "high" content 

Type system: 
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Arrays
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declare array la : low;       /* declare security level of cells  */



Procedures
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